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(57) ABSTRACT

A wireless communication system according to one aspect of
the present invention includes a provisioning device, a gate-
way, and a management device. The provisioning device sets
to a wireless device, provisioning information required for
the wireless device to join a wireless communication net-
work. The gateway determines, using the provisioning infor-
mation set by the provisioning device, whether or not to allow
the wireless device to join the wireless communication net-
work. The management device manages join history informa-
tion including the provisioning information set by the provi-
sioning device and join information associated with the
provisioning information, the join information indicating a
result of the determination by the gateway, and provides the
join history information to the provisioning device in
response to a request from the setting device.
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WIRELESS COMMUNICATION SYSTEM AND
INFORMATION PROVIDING METHOD

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to a wireless communication
system and an information providing method.

Priority is claimed on Japanese Patent Application No.
2012-150533, filed Jul. 4, 2012, the content of which is incor-
porated herein by reference.

2. Description of the Related Art

Recently, wireless communication systems have been
implemented in plants, factories, or the like. In such a wireless
communication system, site apparatuses (a measurement
unit, an operation unit) called “wireless field apparatuses”
which can perform wireless communication are provided in a
plant or the like, and control signals for controlling the wire-
less field apparatuses, measurement signals acquired by the
wireless field apparatuses, and the like, are transmitted via a
wireless communication network. The communication stan-
dard used for such a wireless communication system
includes, for example, ISA100.11a, which is the wireless
communication standard for industrial automation and
defined by an ISA (international society of automation).

For wireless devices such as the above wireless field appa-
ratus to participate in the wireless communication network, it
is necessary to perform a process called “provisioning” on the
wireless device, and previously set information required for
participating in the wireless communication network (provi-
sioning information). Here, the provisioning information
includes, for example, a device tag allocated to each wireless
device, an ID of the wireless communication network in
which a wireless device tries to participate, and the like.

Provisioning methods include OTA (over the air) provi-
sioning and OOB (out-of-band) provisioning. The OTA pro-
visioning is a method such that provisioning is performed via
the wireless communication network in which a wireless
device is trying to participate. On the other hand, the OOB
provisioning is a method such that provisioning is performed
using a communication means different from the wireless
communication network in which the wireless device is try-
ing to participate (for example, serial communication, such as
infrared communication and RS-232C).

Shuji Yamamoto et al. “Field Wireless Solution Based on
ISA100.11a to Innovate Instrumentation” and “World’s First
Wireless Field Instruments Based on ISA100.11a”,
Yokogawa Technical Report, Vol. 53, No. 2,2010, disclose an
example of'a communication system in which control signals
for controlling wireless field apparatuses, measurement sig-
nals acquired by the wireless field apparatuses, and the like,
are transmitted via a wireless communication network based
onthe above communication standard ISA100.11a. Addition-
ally, the former document “Field Wireless Solution Based on
ISA100.11a to Innovate Instrumentation™ also discloses a
provisioning device (apparatus parameter setting tool) that
performs provisioning on a wireless field apparatus trying to
participate in the wireless communication network.

Regardless of whether the provisioning is OTA provision-
ing or the OOB provisioning, the provisioning is performed
basically by the following steps (S1) to (S5). Here, in a case
where it is necessary to perform provisioning on multiple
wireless devices, the following steps (S1) to (S5) are repeated
a number of times equal to the number of wireless devices.

(S1) An operator acquires identification information from
the wireless device by operating a device for performing
provisioning (hereinafter, a “provisioning device”).
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(S2) The operator refers to a white list (a correspondence
table in which identification information of a wireless device
is associated with provisioning information to be set to the
wireless device), and specifies provisioning information to be
set to the wireless device corresponding to the acquired iden-
tification information.

(S3) The operator inputs the specified provisioning infor-
mation to the provisioning device.

(S4) By operating the provisioning device, the operator
sets to the wireless device, the provisioning information input
to the provisioning device.

(S5) The operator confirms whether or not the provisioning
succeeds (whether or not setting of the provisioning informa-
tion to the wireless device is successfully completed).

Here, provisioning includes provisioning for setting new
provisioning information to the wireless device to which the
provisioning information has been set (hereinafter, “reprovi-
sioning”), in addition to the provisioning for setting provi-
sioning information to the wireless device to which the pro-
visioning information has not been set. The reprovisioning is
performed in a case where a wireless device having been
subjected to the provisioning is unable to participate in a
wireless communication network for some reason, in a case
where a wireless device participating in a wireless commu-
nication network is reallocated to another wireless commu-
nication network, or the like.

The reprovisioning is performed also in a case where the
state of a wireless device is returned to the original state. For
example, in a case where a wireless device previously sub-
jected to reprovisioning is unable to participate in the wireless
communication network for some reason, reprovisioning is
newly performed to return the state of that wireless device to
the state as before the reprovisioning.

Similar to the provisioning, the reprovisioning is per-
formed basically by the above steps (S1) to (S5). For this
reason, each time reprovisioning is necessary, an operator has
to repeat similar steps, thus causing low work efficiency.
Additionally, similar to the provisioning, reprovisioning
requires that an operator specify provisioning information by
referring to the white list, and input the specified provisioning
information to a provisioning device, thereby making it likely
to cause erroneous operation.

SUMMARY

A wireless communication system according to one aspect
of the present invention includes, but is not limited to: a
setting device; a control device; and a management device.
The setting device is configured to set to a first wireless
device, first information required for the first wireless device
to join a wireless communication network. The control device
is configured to be set the first information by the setting
device. The control device is configured to determine, using
the first information, whether or not to allow the first wireless
device transmitting a request for joining the wireless commu-
nication network to join the wireless communication net-
work. The management device is configured to be set the first
information by the setting device. The management device is
configured to manage join history information for each wire-
less device. The join history information includes the first
information and second information associated with the first
information. The second information indicates a result of the
determination. The management device is configured to pro-
vide the join history information to the setting device in
response to a request from the setting device.

An information providing method for a control device
according to another aspect of the present invention includes,
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butis not limited to: controlling a setting device to set to a first
wireless device, first information required for the first wire-
less device to join a wireless communication network; deter-
mining, using the first information, whether or not to allow
the first wireless device transmitting a request for joining the
wireless communication network to join the wireless com-
munication network; generating join history information for
each wireless device, the join history information including
the first information and second information associated with
the first information, and the second information indicating a
result of the determination; and providing the join history
information to the setting device in response to a request from
the setting device.

A wireless communication system according to another
aspect of the present invention includes, but is not limited to:
afirst wireless device; a management device; a setting device;
and a control device. The management device is configured to
manage first join history information including first informa-
tion and second information. The first information is required
for the first wireless device to join a wireless communication
network. The second information indicates a history of the
first wireless device concerning previous join in the wireless
communication network. The setting device is configured to
acquire the first join history information from the manage-
ment device, and set to the first wireless device, the first
information included in the first join history information. The
control device is configured to receive the first information
from the setting device, and in a case that a first request for
joining the wireless communication network is received from
the first wireless device, determine whether or not to accept
the first request based on the first information.

BRIEF DESCRIPTION OF THE DRAWINGS

The above features and advantages of the present invention
will be more apparent from the following description of cer-
tain preferred embodiments taken in conjunction with the
accompanying drawings.

FIG. 1 is a block diagram illustrating the entire configura-
tion of a wireless communication system according to an
embodiment of the present invention.

FIG. 2 is a chart illustrating an example of the contents of
a join history database according to the embodiment of the
present invention.

FIG. 3 is a flowchart illustrating provisioning joining
operation according to the embodiment of the present inven-
tion.

FIG. 4 is a flowchart illustrating reprovisioning joining
operation according to the embodiment of the present inven-
tion.

FIG. 5 is a timing chart illustrating reprovisioning joining
operation according to the embodiment of the present inven-
tion.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

The present invention will now be described herein with
reference to illustrative embodiments. The accompanying
drawings explain a wireless communication system and an
information providing method of the embodiments. The size,
the thickness, and the like of each illustrated portion might be
different from those of each portion of an actual system or
device.

Those skilled in the art will recognize that many alternative
embodiments can be accomplished using the teachings of the
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present invention and that the present invention is not limited
to the embodiments illustrated herein for explanatory pur-
poses.

Hereinafter, a wireless communication system and an
information providing method according to an embodiment
of'the present invention is explained in detail. FIG. 1 is ablock
diagram illustrating the entire configuration of a wireless
communication system 1 according to the present embodi-
ment. As shown in FIG. 1, the wireless communication sys-
tem 1 includes: wireless devices 10a to 10¢; a wireless device
11 (first wireless device); a gateway 20 (control device); a
monitoring terminal device 30; a management device 40; and
aprovisioning device 50 (setting device). Under control of the
gateway 20, the wireless devices 10a to 10c can communicate
with the monitoring terminal device 30 and the like via a
wireless communication network N1.

Here, the wireless devices 10a to 10¢ shown in FIG. 1
denote wireless devices participating in the wireless commu-
nication network N1. The wireless device 11 denotes a wire-
less device trying to participate in the wireless communica-
tion network N1. Here, the number of the wireless devices
10a to 10c and the number of the wireless device 11 are not
limited to those shown in FIG. 1.

The wireless devices 10a to 10c¢ and the wireless device 11
include, for example, a sensor apparatus such as a flowmeter
and a thermometer, a valve apparatus such as a flow amount
control valve and an open-close valve, an actuator apparatus
such as a fan and a motor, and other field apparatuses to be
provided in a site such as a plant and a factory. Those wireless
devices 10a to 10c¢ and the wireless device 11 can perform
wireless communication based on ISA100.11a, the wireless
communication standard for industrial automation.

Additionally, the wireless devices 10a to 10c¢ and the wire-
less device 11 have an infrared communication function, and
can transmit and receive various informations to and from
external infrared communication apparatuses. For this rea-
son, the wireless device 11 not participating in the wireless
communication network N1 performs infrared communica-
tion with the provisioning device 50, thus acquiring informa-
tion required for participating in the wireless communication
network N1 (provisioning information; first information).
Further, the wireless devices 10a to 10¢ participating in the
wireless communication network N1 appropriately perform
infrared communication with the provisioning device 50, thus
acquiring new provisioning information. Here, the above pro-
visioning information includes a device tag allocated to each
of the wireless devices 10a to 10c¢, and 11, a network 1D
allocated to the wireless communication network N1, and the
like.

The gateway 20 connects the wireless communication net-
work N1 formed by the wireless devices 10a to 10¢, and a
wired plant network N2 to which the monitoring terminal
device 30 and the management device 40 are connected. The
gateway 20 relays various data transmitted between the moni-
toring terminal device 30 and each of the wireless devices 10a
to 10c. The gateway 20 performs wireless communication
based on the above wireless communication standard
ISA100.11a.

Additionally, the gateway 20 manages and controls wire-
less communication performed via the wireless communica-
tion network N1. Specifically, the gateway 20 manages and
controls a frequency channel, a communication schedule,
resources such as communication paths, and the like, which
are of the wireless communication network N1. Further, the
gateway 20 performs a process of determining whether or not
to cause the wireless device 11 to participate in the wireless
communication network N1 (joining process), using provi-
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sioning information set by the provisioning device 50 (pro-
visioning information acquired via the monitoring terminal
device 30).

The monitoring terminal device 30 is connected to the
wired plant network N2. The monitoring terminal device 30 is
operated by, for example, an operator of the wireless commu-
nication system 1. In accordance with instructions from the
operator, the monitoring terminal device 30 performs collec-
tion of measurement data measured by the wireless devices
10a to 10c, setting of parameters for the wireless devices 10a
to 10c, and the like. Additionally, in accordance with instruc-
tions from the operator, the monitoring terminal device 30
reads (imports) the provisioning information set to the provi-
sioning device 50, and writes (downloads) the imported pro-
visioning information to the gateway 20 and the management
device 40. Further, when a request is received from the pro-
visioning device 50, the monitoring terminal device 30 pro-
vides to the provisioning device 50, the contents of the join
history database DB managed by the management device 40.

The management device 40 manages a join history data-
base DB storing join history information for each wireless
device (join history information; particularly, join history
information of the first wireless device is referred to as first
join history information). The join history database DB is a
database storing join history information including the pro-
visioning information downloaded from the monitoring ter-
minal device 30, and information indicating a result of the
joining process performed by the gateway 20 (joining infor-
mation: second information indicating a history of the first
wireless device concerning previous join in the wireless com-
munication network) in association with the provisioning
information. Additionally, when a request is received from
the monitoring terminal device 30 (a request from the provi-
sioning device 50), the management device 40 provides the
contents of the join history database DB to the monitoring
terminal device 30. In other words, the management device
40 provides the contents of the join history database DB
indirectly to the provisioning device 50 via the monitoring
terminal device 30. Here, the details of the join history data-
base DB will be explained later.

The provisioning device 50 is operated by the operator who
performs setting of the wireless device 11 not participating in
the wireless communication network N1 and reprovisioning
of'the wireless devices 10a to 10c¢ participating in the wireless
communication network N1. The provisioning device 50 per-
forms setting of various informations to the wireless devices
11. Specifically, the provisioning device 50 sets to the wire-
less device 11, provisioning information required for causing
the wireless device 11 to participate in the wireless commu-
nication network N1.

Here, the provisioning device 50 has a wireless communi-
cation function based on the above wireless communication
standard ISA110.11a, an infrared communication function, a
serial communication function such as RS-232C. For this
reason, the provisioning device 50 can perform both the OTA
provisioning and the OOB provisioning. The OTA provision-
ing is provisioning performed on the wireless device 11 via
the wireless communication network N1 in which the wire-
less device 11 is trying to participate. The OOB provisioning
is provisioning performed using a communication means (in-
frared communication and serial communication such as
RS-232C) different from the wireless communication net-
work N1. Additionally, the provisioning device 50 also has a
broadband wireless communication function, and therefore
can access the monitoring terminal device 30 via, for
example, a broadband wireless communication network.
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FIG. 2 is a chart illustrating an example of the contents of
the join history database according to the embodiment of the
present invention. As shown in FIG. 2, the join history data-
base DB is a database storing multiple join history informa-
tions each including: provisioning information Al down-
loaded from the monitoring terminal device 30; joining
information B1 indicating a result of the joining process
performed by the gateway 20; and a supplemental informa-
tion C1, which are associated with one another. Here, each
join history information stored in the join history database
DB is allocated with a sequential number (“No.” shown in
FIG. 2).

The provisioning information Al includes “device
EUI64”, “vendor/device type”, “device tag”, “network 1D”,
and the like. The “device EUI 64” is 64-bit information allo-
cated to each wireless device to uniquely identify the wireless
device. The “vendor/device type” is information indicating
the type of the vendor providing a wireless device and the type
of the wireless device. The “tag” is information allocated to
each wireless device in order for the operator to easily iden-
tify the wireless device. The “network ID” is an identifier
allocated to a wireless communication network in which the
wireless device is trying to participate.

The “device EUI64” and the “vendor/device type” are
acquired by, for example, the provisioning device 50 by com-
municating with the wireless device 11. The “network 1D”
and the “device tag” are input to the provisioning device 50
by, for example, the operator that installs the wireless device
11.

The joining information B1 is information indicating a
result of the joining process performed by the gateway 20.
The joining information B1 includes the time at which the
management device 40 acquires the joining information B1
from the gateway 20. The joining information B1 includes,
for example, “unsuccessful joining”, “during joining”, “expi-
ration of time limit”, and the like. “Unsuccessful joining™ is
information indicating that the joining process has failed. The
“during joining” is information indicating that the joining
process has succeeded and is in process of joining the wireless
communication network N1. Additionally, the “expiration of
time limit” is information indicating that the time limit set to
the provisioning information has expired and thus the joining
process has failed.

The supplemental information C1 includes “history of suc-
cessful joining”, “import time”, “the provisioning number of
times”, and the like. The “history of successful joining” is
information indicating whether or not the wireless device
(wireless device specified by the “device EUI64” included in
the provisioning information Al associated with the supple-
mental information C1) has previously succeeded in the join-
ing process. The “import time” is information indicating the
time at which the provisioning information Al is imported
from the provisioning device 50 to the monitoring terminal
device 30. The “provisioning number of times™ is information
indicating the number of times provisioning has been per-
formed on the wireless device (wireless device specified by
the “device EUI64” included in the provisioning information
A1 associated with the supplemental information C1). Here,
in a case where reprovisioning is performed on the wireless
device, “the provisioning number of times” is greater than or
equal to “2”.

Referring to FIG. 2, regarding the join history information
allocated with the sequential number “1”, the joining infor-
mation B1 indicates “unsuccessful joining”, and “the provi-
sioning number of times” of the supplemental information C1
indicates 1. For this reason, it is understood that the wireless
device having the “device EUI64” of X XXX : XXXX: XXXX:
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XXXX has previously been subjected to provisioning, but
failed to participate in the wireless communication network
N1, thus requiring reprovisioning.

Additionally, regarding the join history information allo-
cated with the sequential number “3”, the joining information
B1 indicates “unsuccesstul joining”, and “the provisioning
number of times” of the supplemental information C1 indi-
cates “2”. Further, regarding the join history information
allocated with the sequential number “4”, the joining infor-
mation B1 indicates “expiration of time limit”, and “the pro-
visioning number of times” of the supplemental information
C1 indicates “1”. Those join history informations are infor-
mations concerning the wireless device having the “device
BUI64” of 7Z777:7777:7777:7777. For this reason, the
provisioning information Al included in the join history
information allocated with the sequential number “4” is set to
the wireless device, thereby making it possible to set the state
of that wireless device to the state as before reprovisioning
(second provisioning).

Next, operation of the wireless communication system 1
having the above configuration is explained. Hereinafter,
operation to be performed in a case where provisioning is
performed on the wireless device 11 to cause the wireless
device 11 to participate in the wireless communication net-
work N1 (provisioning joining operation), and operation to be
performed in a case where reprovisioning is performed on the
wireless device 11 to cause the wireless device 11 to partici-
pate in the wireless communication network N1 (reprovision-
ing joining operation), are sequentially explained. Here, it is
assumed in the provisioning joining operation that provision-
ing has not yet been performed on the wireless device 11, and
it is assumed in the reprovisioning joining operation that
provisioning has previously been performed on the wireless
device 11.

(Provisioning Joining Operation)

FIG. 3 is a flowchart illustrating the provisioning joining
operation according to the embodiment of the present inven-
tion. First, when an operator orders acquisition of identifica-
tion information by operating the provisioning device 50, the
provisioning device 50 communicates with the wireless
device 11, and thus acquires the identification information set
to the wireless device 11 (step S11). Specifically, the provi-
sioning device 50 acquires address information or the like in
EUI64 format that is 64-bit information allocated to the wire-
less device 11.

When the identification information is acquired, the opera-
tor refers to the previously prepared white list (correspon-
dence table in which identification information of a wireless
device is associated with provisioning information to be setto
that wireless device), and thus specifies provisioning infor-
mation to be set to the wireless device 11 having the acquired
identification information (step S12). Then, the operator
inputs the specified provisioning information to the provi-
sioning device 50 by operating the provisioning device 50
(step S13).

When the operator orders setting of the provisioning infor-
mation by operating the provisioning device 50 after input-
ting the provisioning information, provisioning is performed
on the wireless device 11. Thus, the provisioning information
input to the provisioning device 50 is set to the wireless device
11 (step S14: first step). For simplification of explanation, it is
assumed here that the OOB provisioning using infrared com-
munication function is performed. After the provisioning is
performed, the operator confirms whether or not the provi-
sioning succeeds (wWhether or not setting of the provisioning
information to the wireless device 11 is successfully com-
pleted) (step S15).
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The provisioning process ends when the operator confirms
the success of the provisioning. Here, for simplification of
explanation, a case where provisioning is performed on one
wireless device 11 is explained here. However, in a case
where there are other wireless devices to be subjected to
provisioning, operation from steps S11 to S15 is repeated the
number of times equal to the number of wireless devices.

When the provisioning process with respect to the wireless
device 11 ends, the provisioning information set to the wire-
less device 11 is imported from the provisioning device 50 to
the monitoring terminal device 30 (step S16). For example,
the provisioning information is attached to an electronic mail
and sent from the provisioning device 50 to the monitoring
terminal device 30, thus importing the provisioning informa-
tion to the monitoring terminal device 30. Alternatively, the
operator carries the provisioning device 50 to the installed
position of the monitoring terminal device 30, and infrared
communication is performed between the provisioning
device 50 and the monitoring terminal device 30, thus import-
ing the provisioning information to the monitoring terminal
device 30.

After the provisioning information is imported, the moni-
toring terminal device 30 downloads the provisioning infor-
mation to the gateway 20 and the management device 40 (step
S17). Here, the monitoring terminal device 30 downloaded
the provisioning information to the gateway 20 and the man-
agement device 40 before the gateway 20 receives from the
wireless device 11, a request for participating in the wireless
communication network (as will be explained below). When
a participation request (joining request; first request for the
first wireless device to join the wireless communication net-
work) is received from the wireless device 11 after the pro-
visioning information is downloaded, the gateway 20 per-
forms the joining process on the wireless device 11 using the
provisioning information downloaded in step S17 (step S18:
second step).

Here, if the provisioning information set to the wireless
device 11 is equal to the provisioning information down-
loaded to the gateway 20, the gateway 20 allows the wireless
device 11 to participate in the wireless communication net-
work N1 (successful joining). On the other hand, if the pro-
visioning information set to the wireless device 11 is not
equal to the provisioning information downloaded to the gate-
way 20, the gateway 20 prohibits the wireless device 11 from
participating in the wireless communication network N1 (un-
successful joining).

After the joining process ends, joining information indi-
cating a result of the joining process is transmitted from the
gateway 20 to the management device 40. Then, the manage-
ment device 40 generates join history information including
the provisioning information downloaded in step S17 and the
joining information transmitted from the gateway 20 which
are associated with each other, and stores the generated join
history information in the join history database DB (step S19:
third step).

(Reprovisioning Joining Operation)

FIG. 4 is a flowchart illustrating the reprovisioning joining
operation according to the embodiment of the present inven-
tion. Additionally, FIG. 5 is a timing chart illustrating the
reprovisioning joining operation according to the embodi-
ment of the present invention. First, an operator W (user)
orders acquisition of the join history information managed by
the management device 40, by operating the provisioning
device 50 (order Q1). Then, the provisioning device 50
accesses the monitoring terminal device 30 via the broadband
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wireless communication network, and requests the monitor-
ing terminal device 30 to transmit the join history information
(step S21).

Upon receiving the transmission request from the provi-
sioning device 50 (a fourth request for acquiring the first join
history information), the monitoring terminal device 30
requests the management device 40 to provide the contents of
the join history database DB. Then, the monitoring terminal
device 30 transmits to the provisioning device 50, the con-
tents of the join history database DB provided from the man-
agement device 40. Thus, the contents of the join history
database DB (join history information) is acquired by the
provisioning device 50 (step S22: fourth step).

When the join history information is acquired by the pro-
visioning device 50, the contents of the join history informa-
tion are displayed on the provisioning device 50. For
example, as shown in FIG. 2, a list of join history informa-
tions each including the provisioning information Al, the
joining information B1, and the supplemental information C1
which are associated with one another, is displayed on the
provisioning device 50. After the join history informations
are displayed, the operator W orders specification of one of
the displayed join history informations (join history informa-
tion including provisioning information to be used for repro-
visioning) by operating the provisioning device 50 (order
Q2). Then, the provisioning device 50 performs a process of
specifying provisioning information to be used for reprovi-
sioning (step S23).

After the provisioning device 50 specifies provisioning
information to be used for reprovisioning, the provisioning
device 50 communicates with the wireless device 11 and
acquires identification information set to the wireless device
11 (specifically, address information or the like in EUI64
format, which is 64-bit information allocated to the wireless
device 11) (step S24). Then, the provisioning device 50 com-
pares the identification information acquired in step S24 to
the identification information included in the provisioning
information specified in step S23 (specifically, “device
EUI64” shown in FIG. 2; first identification information)
(step S25). This comparison is performed in order to set the
provisioning information only to the wireless device to which
identification information equal to the identification informa-
tion (first identification information) included in the provi-
sioning information specified in step S23.

As a result of the above comparison, if the identification
information acquired in step S24 is not equal to the identifi-
cation information included in the provisioning information
specified in step S23, the provisioning device 50 terminates a
series of processes of the flowchart shown in FIG. 4. On the
other hand, if the identification information acquired in step
S24 is equal to the identification information included in the
provisioning information specified in step S23, the provision-
ing device 50 performs reprovisioning on the wireless device
11. Thus, the provisioning information specified in step S23
(i.e., provisioning information having previously been set to
the wireless device 11) is set to the wireless device 11 (step
S26).

After the reprovisioning is performed, information indicat-
ing a result of the reprovisioning is transmitted from the
wireless device 11 to the provisioning device 50, and the
contents of the result are displayed on the provisioning device
50. After the contents of the result are displayed, the operator
W confirms whether or not the provisioning has succeeded
(setting of the provisioning information to the wireless device
11 is successfully completed) (confirmation Q3) (step S27).

When the operator W orders termination of the confirma-
tion by operating the provisioning device 50 after the confir-
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mation Q3 ends (i.e., in a case where from the result of the
reprovisioning displayed on the provisioning device 50, the
user confirms that the first information has successfully been
set to the first wireless device), the provisioning information
set to the wireless device 11 is imported from the provisioning
device 50 to the monitoring terminal device 30 (step S28).
Here, the import of the provisioning information is performed
in a way such that an electronic mail with the provisioning
information attached thereto is transmitted from the provi-
sioning device 50 to the monitoring terminal device 30, or the
provisioning information is transmitted by infrared commu-
nication from the provisioning device 50 to the monitoring
terminal device 30.

After the provisioning information is imported, the moni-
toring terminal device 30 downloads the provisioning infor-
mation to the gateway 20 and the management device 40 (step
S29). After the provisioning information is downloaded, the
wireless device 11 enters a state of being able to request
participating in the wireless communication network N1
(joining request). When the participation request (joining
request; first request) is received from the wireless device 11,
the gateway 20 performs the joining process on the wireless
device 11 using the provisioning information downloaded in
step S29 (step S30).

Here, if the provisioning information set to the wireless
device 11 is equal to the provisioning information down-
loaded to the gateway 20 (i.e., in a case where the first infor-
mation is set to the first wireless device), the gateway 20
allows the wireless device 11 to participate in the wireless
communication network N1 (successful joining). On the
other hand, if the provisioning information set to the wireless
device 11 is not equal to the provisioning information down-
loaded to the gateway 20, the gateway 20 prohibits the wire-
less device 11 from participating in the wireless communica-
tion network N1 (unsuccessful joining) Here, the case where
the provisioning information set to the wireless device 11 is
not equal to the provisioning information downloaded to the
gateway 20 includes, for example, a case where a wireless
device (second wireless device) different from the wireless
device 11 (first wireless device) transmits to the gateway 20,
a request for participating in the wireless communication
network N1 (joining request; second request), or a case where
although the provisioning information has not successfully
been set to the wireless device 11 (first wireless device), the
operator W falsely recognizes in step S27 that setting of the
provisioning information has successfully been completed.

After the above joining process ends, joining information
indicating a result of the joining process is transmitted from
the gateway 20 to the management device 40. Then, the
management device 40 generates join history information
including the provisioning information downloaded in step
S17 and the joining information received from the gateway 20
which are associated with each other (see FIG. 2), and stores
the generated join history information in the join history
database DB (step S31).

Here, the reprovisioning joining operation explained above
is a process of resetting to the wireless device 11, the provi-
sioning information having previously been set to the wire-
less device 11, as it is. However, it is possible to set to the
wireless device 11 by reprovisioning, provisioning informa-
tion different from the provisioning information having pre-
viously been set to the wireless device 11. For example, after
the process in step S25 shown in FIGS. 4 and 5, part or all of
the provisioning information (first information) specified in
step S23 is changed in accordance with the order Q10 from
the operator W (for example, only “network ID” shown in
FIG. 2 is changed), thereby making it possible to set to the
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wireless device 11, provisioning information different from
the provisioning information previously set.

As explained above, in the present embodiment, the join
history information is stored in the join history database DB
of the management device 40. The join history information
includes: the provisioning information set to the wireless
device 11 using the provisioning device 50; and the joining
information indicating a result of the joining process of deter-
mining whether or not to allow the wireless device 11 to
participate in the wireless communication network N1. The
join history information is provided to the provisioning
device 50 in accordance with a request from the provisioning
device 50. For this reason, it is possible to efficiently perform
reprovisioning using the provisioning information included
in the provided join history information, thus reducing erro-
neous operation.

Additionally, in the present embodiment, the identification
information acquired from the wireless device 11 and the
identification information included in the join history infor-
mation provided from the management device 40 are com-
pared. If those identification informations are equal to each
other, reprovisioning is performed. Thus, it is possible to
prevent an accident such that reprovisioning is performed on
a wireless device different from the wireless device intended
by the operator.

Although the wireless communication system and the
information providing method according to the embodiment
of the present invention have been explained above, the
present invention is not limited to the above embodiment, and
various modifications may be made without departing from
the present invention. For example, in the above embodiment,
the provisioning information input to the provisioning device
50 by user operation is stored in the join history database DB
of the management device 40. Conversely, however, a con-
figuration may be made such that provisioning information to
be set to the wireless device is previously generated and
stored in the join history database DB, and that provisioning
information is input to the provisioning device 50.

Here, the provisioning information stored in the join his-
tory database DB is transmitted from the management device
40 to the provisioning device 50 via, for example, a broad-
band wireless communication network. Thus, it is possible to
omit a process for the operator to input provisioning infor-
mation to the provisioning device 50 by referring to the white
list. For this reason, it is possible to prevent an erroneous input
of provisioning information to the provisioning device 50.
Here, in a case where provisioning information is previously
generated and stored in the join history database DB, provi-
sioning information is transmitted from the management
device 40 to the provisioning device 50 and the gateway 20.
For this reason, the processes in steps S16 and S17 shown in
FIG. 3 are omitted. Additionally, in this case, the management
device 40 updates, in step S31, the second information
included in the join history information (first join history
information) based on a result of the joining process (a result
of determination of whether or not to accept the first request)
transmitted from the gateway 20.

Further, explanation has been made in the above embodi-
ment with respect to the case where the management device
40 manages the join history database DB, and the contents of
the join history database DB is provided to the provisioning
device 50 when a request is received from the provisioning
device 50. However, a database similar to the join history
database DB managed by the management device 40, which
is synchronized with the join history database DB, may be
provided in the provisioning device 50. Thus, the provision-
ing device 50 can acquire join history information without
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transmitting to the monitoring terminal device 30, a request
for transmission of the join history information.

Moreover, explanation has been made in the above
embodiment with respect to the case where the monitoring
terminal device 30 provides to the provisioning device 50, the
contents of the join history database DB managed by the
management device 40 of the monitoring terminal device 30,
when a request is received from the provisioning device 50.
However, as long as security is ensured, the provisioning
device 50 may be allowed to access the management device
40, so that the management device 40 provides directly to the
provisioning device 50, the contents of the join history data-
base DB managed by the management device 40, when a
request is received from the provisioning device 50. In this
case, the provisioning device 50 provides the provisioning
information specified by a user to the gateway 20 and the
management device 40 before the gateway 20 receives from
the wireless device 11, a request (first request) for participat-
ing in the wireless communication network. Thus, when the
request (first request) for participating in the wireless com-
munication network is received, the gateway 20 can deter-
mine whether or not to allow the wireless device 11 to par-
ticipate in the wireless communication network, based on the
provisioning information received from the provisioning
device 50.

Additionally, explanation has been made in the above
embodiment with respect to the case where when a request (a
third request for acquiring the first join history information) is
received from the provisioning device 50, the contents of the
join history database DB managed by the management device
40 are provided to the provisioning device 50 without con-
sideration of the type of the wireless device. However, when
information (third information) for specifying the wireless
device (first wireless device) is transmitted together with the
above request (third request) from the provisioning device 50
to the management device 40, the management device 40 may
specify, from multiple join history informations, only the join
history information (first join history information) concern-
ing the wireless device (first wireless device) specified by that
transmitted information (third information), and provide the
specified join history information (first join history informa-
tion) to the provisioning device 50.

Further, for simplification of explanation, explanation has
been made in the above embodiment with respect to the case
where provisioning and reprovisioning are performed on the
wireless device 11 not participating in the wireless commu-
nication network N1. However, reprovisioning can be simi-
larly performed on the wireless devices 10a to 10¢ participat-
ing in the wireless communication network N1. In such a case
where reprovisioning is performed on those wireless devices
10a to 10c¢, there is possibility that reprovisioning will be
performed against the operator’s intention. For this reason, it
is preferable to perform countermeasures such as the follow-
ing (1) to (4).

(1) Display a confirmation message before performing
reprovisioning

For example, before provisioning information is set to a
wireless device, the provisioning device displays a confirma-
tion message, such as “This is a currently joining device. If
reprovisioning is performed, communication with the gate-
way is disconnected. Is this OK?”. Such a confirmation mes-
sage can urge the operator to be careful.

(2) Limit provisioning devices that can perform reprovi-
sioning

For example, a configuration is made such that only the
provisioning device, to which provisioning information for
reprovisioning is input, can perform reprovisioning. In other
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words, the provisioning device, to which the provisioning
information for reprovisioning has not been input, is not
allowed to perform reprovisioning on the wireless device
participating in the wireless communication network.

(3) Limit operators allowed to perform reprovisioning

For example, the provisioning device operated by a par-
ticular operator is allowed to perform reprovisioning. Spe-
cifically, an operator allowed to perform reprovisioning is
previously set. Then, reprovisioning is allowed to perform
only when that operator logs on the provisioning device 50.

(4) Limit reprovisioning in accordance with an operation
mode of the provisioning device

For example, an “initial provisioning mode” and a “repro-
visioning mode” are provided in the provisioning device.
Then, the provisioning device is allowed to perform reprovi-
sioning on the wireless device participating in the wireless
communication network only when the provisioning device is
operated in the “reprovisioning mode”.

As used herein, the following directional terms “forward,”
“rearward,” “above,” “downward,” “vertical,” “horizontal,”
“below,” and “transverse,” as well as any other similar direc-
tional terms refer to those directions of an apparatus equipped
with the present invention. Accordingly, these terms, as uti-
lized to describe the present invention should be interpreted
relative to an apparatus equipped with the present invention.

The term “configured” is used to describe a component,
section or part of a device which includes hardware and/or
software that is constructed and/or programmed to carry out
the desired function.

The terms of degree such as “substantially,” “about,” and
“approximately” as used herein mean a reasonable amount of
deviation of the modified term such that the end result is not
significantly changed. For example, these terms can be con-
strued as including a deviation of at least +5 percent of the
modified term if this deviation would not negate the meaning
of the word it modifies.

It is apparent that the present invention is not limited to the
above embodiments, and may be modified and changed with-
out departing from the scope and spirit of the invention.

29 <

What is claimed is:

1. A wireless communication system comprising:

a setting device configured to receive an identification
information from a first wireless device, the setting
device being configured to set a provisioning informa-
tion to the first wireless device, the identification infor-
mation being used for identifying the first wireless
device, the provisioning information being specified by
using the identification information and being required
for the first wireless device to join a wireless communi-
cation network;

a control device configured to receive the provisioning
information from the setting device, the control device
being configured to determine, using the provisioning
information, whether or not to allow the first wireless
device transmitting a request for joining the wireless
communication network to join the wireless communi-
cation network, and the control device being configured
to generate a joining information indicating a result of
the determination; and

a management device configured to receive the provision-
ing information from the setting device, the manage-
ment device being configured to receive the joining
information from the control device, the management
device being configured to generate a join history infor-
mation for each wireless device, the join history infor-
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mation including the provisioning information and the
joining information which are associated with each
other,
wherein in a case that the setting device transmits a request
for acquiring the join history information, the manage-
ment device provides the join history information to the
setting device in response to the request for acquiring the
join history information from the setting device, and
the setting device is configured to
display a list of join history information provided by the
management device,
specify a provisioning information to be used for repro-
visioning based on an order of an operator, and
perform the reprovisioning on the first wireless device
by using the provisioning information specified by the
setting device.
2. The wireless communication system according to claim
1, wherein the setting device is configured to set to the first
wireless device, the provisioning information specified by a
user from the join history information provided by the man-
agement device.
3. The wireless communication system according to claim
2, wherein the provisioning information includes identifica-
tion information that identifies a wireless device, and
the setting device is configured to set the provisioning
information specified by the user to the first wireless
device, in a case that the identification information
included in the provisioning information specified by
the user is equal to identification information acquired
from the first wireless device to be set the provisioning
information specified by the user.
4. The wireless communication system according to claim
1, wherein the setting device is configured to change, in
accordance with an instruction from a user, the provisioning
information included in the join history information provided
by the management device.
5. The wireless communication system according to claim
1, wherein the setting device is configured to store join history
information synchronized with the join history information
managed by the management device.
6. An information providing method for a control device,
comprising:
controlling a setting device to set a provisioning informa-
tion to a first wireless device, the setting device being
configured to receive an identification information from
the first wireless device, the identification information
being used for identifying the first wireless device, the
provisioning information being specified by using the
identification information and being required for the first
wireless device to join a wireless communication net-
work;
receiving the provisioning information from the setting
device;
determining, using the provisioning information, whether
or not to allow the first wireless device transmitting a
request for joining the wireless communication network
to join the wireless communication network;
generating, by a management device, a join history infor-
mation for each wireless device, the join history infor-
mation including the provisioning information and the
joining information which are associated with each
other;
providing, by the management device, the join history
information, in a case that the setting device transmits a
request for acquiring the join history information, to the
setting device in response to the request for acquiring the
join history information from the setting device,
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displaying a list of join history information provided by the
management device,

specifying a provisioning information to be used for repro-
visioning based on an order of an operator, and

performing the reprovisioning on the first wireless device
by using the provisioning information specified by the
setting device.

7. The information providing method according to claim 6,
wherein controlling the setting device comprises controlling
the setting device to set the provisioning information to the
first wireless device in a case that an identification informa-
tion equals to the identification information included in the
provisioning information is set to the first wireless device.

8. The information providing method according to claim 7,
wherein determining whether or not to allow the first wireless
device to join the wireless communication network com-
prises:

determining whether or not the provisioning information is
set to the first wireless device; and

allowing the first wireless device to join the wireless com-
munication network in a case that it is determined that
the provisioning information is set to the first wireless
device.

9. A wireless communication system comprising:

a first wireless device;

a management device configured to manage a first join
history information including a provisioning informa-
tion and a joining information, the provisioning infor-
mation being required for the first wireless device to join
a wireless communication network, and the joining
information indicating a history of the first wireless
device concerning previous join in the wireless commu-
nication network;

a setting device configured to acquire the first join history
information from the management device, and set to the
first wireless device, the provisioning information
included in the first join history information; and

a control device configured to receive the provisioning
information from the setting device, and in a case that a
first request for joining the wireless communication net-
work is received from the first wireless device, deter-
mine whether or not to accept the first request based on
the provisioning information,

wherein the management device is configured to receive
the provisioning information from the setting device,
receive the joining information from the control device,
and generate the join history information including the
provisioning information and the joining information
which are associated with each other, and

the setting device is configured to
display a list of join history information acquired from

the management device,
specify a provisioning information to be used for repro-
visioning based on an order of an operator, and
perform the reprovisioning on the first wireless device
by using the provisioning information specified by the
setting device.

10. The wireless communication system according to
claim 9, wherein the control device is configured to receive
the provisioning information from the setting device before
the first request is received from the first wireless device.

11. The wireless communication system according to
claim 9, wherein the provisioning information includes a first
identification information, and

the setting device is configured to set the provisioning
information to the first wireless device in a case that an
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identification information equals to the first identifica-
tion information is set to the first wireless device.
12. The wireless communication system according to
claim 9, wherein the control device is configured to accept the
5 first request in a case that the provisioning information is set
to the first wireless device.

13. The wireless communication system according to
claim 12, wherein the control device is configured to, in a case
that a second request for joining the wireless communication
network is received from a second wireless device to which
the provisioning information is not set, reject the second
request.

14. The wireless communication system according to
claim 9, wherein the setting device is configured to transmit
the provisioning information to the control device in a case
that the provisioning information is successfully set to the
first wireless device.

15. The wireless communication system according to
claim 14, wherein the setting device is configured to display
a result of setting of the provisioning information to the first
wireless device, and transmit the provisioning information to
the control device in a case that a user confirms that the result
of' the setting is successful.

16. The wireless communication system according to
claim 9, wherein the control device is configured to transmit
to the management device, a result of determination of
whether or not to accept the first request, and

the management device is configured to update the joining
information included in the first join history information
based on the result of the determination.

17. The wireless communication system according to
claim 9, wherein the setting device is configured to change the
provisioning information in accordance with a user instruc-
tion and set the provisioning information changed to the first
wireless device.

18. The wireless communication system according to
claim 9, wherein the management device is configured to
store a plurality of join history informations including the first
join history information, and

the setting device is configured to acquire from the man-
agement device, the first join history information
selected by a user from the join history informations.

19. The wireless communication system according to
claim 9, wherein the setting device is configured to transmit to
the management device, a third request for acquiring the first
join history information with a third information specifying
the first wireless device, and

the management device is configured to store a plurality of
join history informations including the first join history
information, specify the first join history information
from the plurality of join history informations based on
the third request, and transmit the first join history infor-
mation specified to the setting device.

20. The wireless communication system according to

claim 9, further comprising:

a monitoring terminal device configured to, in a case that a
fourth request for acquiring the first join history infor-
mation is received from the setting device, acquire the
first join history information from the management
device, and transmit the first join history information
acquired to the setting device, and

wherein the setting device is configured to transmit the
provisioning information to the control device via the
monitoring terminal device.
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